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Your employer or client will have a range of
courses for you to complete, you will need
to login and set your password to

complete the courses.

0*+,#%-).
|

!"#$%&”'()* $ Welcome Bob!

You will receive an invite email to log into Please make sure that your password is at least 8 characters
the system Click on the link in the email long. It must contain at least 1 Upper Case Letter (A-Z), 1 lower
t t d case letter (a-z), 1 symbol (% &!) and 1 number (0-9)

O setl your password.

The password has criteria for security
purposes, please read the instructions.

CONFIRM

I"#$%&

The link in the email is valid for 24 hours, this is an Amazon Web Services security token and cannot be
changed by anyone.

If the link has expired, use the Forgot Password link on the login page, or ask the person who created
your account to resend the link from their system access.
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You can change your password at any time. Go to the Profile button on the top right corner.

Settings
Profile
Log Out
Enter your current password
Enter your NEW password

Confirm NEW Password
Click Update Credentials

A WN -

Edit my profile

Bob|

P /0
Tests "
s ! j 2

UPDATE PERSONAL INFO

zeriteapps+bulkimport@gmail.com

UPDATE CREDENTIALS
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Your Trainee ID will be in the format of Trainee000000, you need this if you have forgotten your
password.

If you have forgotten your password, when logging in to the app press the ‘Forgot / Reset Password?’ on
the login tab.

PERENTIE

SYSTEM LOGIN

PASSWORD

_! Stay logged in

Forgot / Reset Password?

HELP GUIDES
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The Password reset screen will open.

RESET PASSWORD

Trainees

Please use your Login ID only. Your Login ID will
be in this format - Trainee0000000.

Enter your ID and a reset password link will be
emailed to you. If you do not have your Login ID
please contact your company representative.

Safety Users

Please use your Login ID only. Your Login ID will
be in this format - Safety0000000.

Enter your ID and a reset password link will be
emailed to you. If you do not have your Login ID

please contact your company representative.

Maintenance Users

Please use your Login ID only. Your Login ID will
be in this format - Assetuser0000000.

Enter your ID and a reset password link will be
emailed to you. If you do not have your Login ID
please contact your company representative.

System Users

Enter the email address or Login ID associated
with your account, and we'll email you a link to
reset your password.

SEND RESET LINK

Enter your Trainee Login ID [Note not your email address] you will be sent a link to your email to reset
the password.

?,3@,0016*&345611*17*

IA*2,-*:,6B0*C6,9*2,-3*&345611*!7D*8;14/1*4/C*0E1*813/,6*9E,*/10*-8*2,-3*4>>1//*0,*0E1*/2/01.*,3*31.
=4>C*0,*0E1*,35@564,*1.45;<

You need your Trainee ID to log into the system and to reset your password.
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On your home page, it will display courses that you need TO DO (They will have a yellow TO DO button
on them.) or courses that have expired and you may need to resit.

Click on the COMPLETE COURSE button for the relevant course.

Home

TRAINEE DETAIL

FIRSTNAME: * | Bob LAST NAME: * Tests
EMAIL: * zeriteapps+bulkimport@gmail.com PHONE: * 0731848118 »
SITE: Victoria DEPARTMENT: Maintenance )\ 4% s
POSITION: Electricia v COMPANY: * Demo Client 2020 v 1\l [
EMPLOYMENT @ EMPLOYEE HRAcTOR " DRrALLE CUSTOMER Customer One
CATEGORY: *

STATE: Queensland

il PRINT FULL TRAINING RECORD

¥ CURRENT COURSES

CERTIFICATE COURSE NAME COMPANY NAME PASS MARK COMPLETED DATE EXPIRY DATE STATUS
n Soft Tissue Injury Prevention Demo Client 2020 100% 24/08/20 24/08/22 [ current | COMPLETE COURSE [
n Testing Course Demo Client 2020 100% 13/12/21 13/01/22 COMPLETE COURSE [0
n Sample HTML Course Demo Client 2020 100% 27/04/21 27/05/21 COMPLETE COURSE [
Driver Fatigue Demo Client 2020 N/A COMPLETE COURSE  [»]
Example Course Demo Client 2020 N/A COMPLETE COURSE [+
Showing 1 to 5 out of 5 entries. Show entries 25

This will open the course material ready for you to read and complete the course.

Go through and read all sections of the course, some courses may be simple PDF files, some courses
may be full eLearning with navigation.

COURSE MATERIAL X

> CCOMPLETE COURSE

Soft Tissue Injury Prevention

Proactive Awareness Training

OBJECTIVES:

Understanding soft tissue injuries.
» Accepting your bodies limitations.
* Recognise the causes.

» Control/Reduce the occurrence of soft tissue injuries in your workplace.
* Reduce the occurrence of soft tissue injuries. 4
* Focus on work activities. L

START

When you have finished the course click on the COMPLETE COURSE button at the top right of the page
to open the assessment.
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A course assessment will pop up, answer all the questions, and click on the green submit button.

Soft Tissue Injury Prevention - Assessment

Multiple Choice Sprains, strains and cuts are the most common injuries along with soft tissue
bruising?

® True
False

Multiple Choice 2 Whether you are sitting behind a desk all day or behind the wheel of a car or truck,
sitting all day without the correct equipment can cause major problems?

® True

False
Multiple Choice Lifting, pushing or pulling an excessive amount of weight is called forceful exertion?

® True

False
Multiple Choice Forceful exertion risks to soft tissue injury can be controlled by:

Use mechanical devices to lift or support loads
Ask for help with a heavy or awkward load
Use power tools instead of hand tools when possible
Select tools with larger grips and bigger triggers
@ Allof the above

Showing 1 to 4 out of 4 entries

Each course has a set pass mark, if you passed the course, you will see a Success popup.

You have successfully completed the course
assessment.

Back to Main Screen

TRAINEE USER GUIDE November 2025




$%3*+"0++"++&".," 4*"'+),
-

If you did 6,0 pass the assessment the first time, :,6B0*9,332 you can resit the assessment, a popup will
appear for you to submit new answers.

Unfortunately you have failed the assessment
please answer the following failed questions
again and submit your new answers.

SUBMIT YOUR NEW ANSWERS

Driver Fatigue - Assessment

Multiple Choice 1 Is this another test question

Yes

® No
Multiple Choice 2 This is s test question

True

@ False
Multiple Choice 3 This is another test question - Is this is test?

Yes

® No

Showing 1 to 3 out of 3 entries

If you do not pass the assessment multiple times, you may exceed the number of attempts set by the
client. You will need to contact the person that created your account and get them to reset the
attempts.

You have exceeded the permitted number of
attempts for the course assessment.
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For each course you can view and download a
copy of the certificate if the client has created
a certificate for the course.

CLICK on the certificate icon next to the course

name.

CERTIFICATE OF COMPLETION

THIS CERTIFIES THAT

Bob Test5

HAS SUCCESSFULLY COMPLETED

Soft Tissue Injury Prevention

DATE OF COMPLETION: 09/02/22

DEMO

You can also view and download your full training record.

FG!FHn the button under your profile picture - PRINT FULL TRAINING RECORD.

DEMO

TRAINING RECORD

h\/(

L ‘11,,

NAME:
EMAIL:

EMPLOYEE TYPE:

POSITION/S:
SITE/S:
DEPARTMENT/S:
CUSTOMER/S:
STATE/S:

COURSE NAME

Sample HTML Course
Testing Course

Soft Tissue Injury Prevention
Driver Fatigue

Example Course

SIGN OFF

TRAINEE SIGNATURE

Download PDF

Bob Test5
zeriteapps+bulkimport@gmail.com
Employee

Electrician

Victoria

Maintenance

Customer One

Queensland
ID MARK COMPLETED EXPIRY STATUS
SAMO01 100% 27/04/21 27/05/21
TEST1 100% 13/12/21 13/01/22
001 100% 09/02/22 09/02/24 m
002 - N/A
003 - N/A

SUPERVISOR SIGNATURE
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If the Optional Function Skills, Knowledge and Competency is enabled by your client the Skills,
Knowledge and Competency Table. If it is enabled upload copies of your licences and certificates.

GO TO - Skills, Knowledge and Competency Table and click on the blue ADD NEW Button.

Home

TRAINEE DETAIL

FIRST NAME: * Bob LAST NAME: *
EMAIL: * zeriteapps+bulkimport@gmail.com PHONE: *
SITE: Victoria DEPARTMENT:
POSITION: Electricial v COMPANY: *
EMPLOYMENT L) CUSTOMER:
CATEGORY: *

STATE:

¥ CURRENT COURSES

Test5

0731848118 a
Maintenance ’b'\/ J

Demo Client 2020 v LA\

Customer One

Queensland

[ PRINT FULL TRAINING RECORD

CERTIFICATE COURSE NAME COMPANY NAME PASS MARK COMPLETED DATE EXPIRY DATE STATUS
n Soft Tissue Injury Prevention Demo Client 2020 100% 24/08/20 24/08/22 [ current | COMPLETE COURSE  [)
n Testing Course Demo Client 2020 100% 13/12/21 13/01/22 EXPIRED COMPLETE COURSE  [v]
n Sample HTML Course Demo Client 2020 100% 27/04/21 27/05/21 EXPIRED COMPLETE COURSE ]
Driver Fatigue Demo Client 2020 N/A COMPLETE COURSE [+
Example Course Demo Client 2020 N/A COMPLETE COURSE ]
Showing 1 to 5 out of 5 entries Show entri
¥ SKILLS, KNOWLEDGE AND COMPETENCY ADD NEW
VIEW CATEGORY TYPE PROVIDER NUMBER HOLDER EXPIRY DATE STATUS REPLACE ARCHIVE
No records found.
Showing 0 to 0 out of 0 entries Show entries 10 v

This will open a popup to enter your information and upload a copy in image format (JPEG. GIF etc).

1.! Enter Type — Drivers Licence, Forklift Ticket etc

2.! Enter the Providers Name

3.! Enter the Number

4.! Enter your name as the Holder

5.1 Enter the Expiry Date

6.! Click on Upload File

7.! Find the file on your computer
8.1 WAIT for the file to load

9.! Click SAVE.

—
Upload new document

Type

Provider

Number

Name of holder

Expiration date |_IN/A

Upload file

Click to upload a file

(pdf, png, bmp, tiff, wmf, gif, img, jbo, jpe, jpeg and jpg format only
no larger than 10MB)

SAVE
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If your client has enabled the Optional Function to record your Individual Documents, then these will be
loaded into a table in your Companies Portal and on review and approval will be linked into a Table in
your LMS Portal.

w CURRENT LICENCES, CERTIFICATES, PERMITS, CONTRACTS ETC |© Holder:

VIEW  CATEGORY TYPE CLIENTS LEVEL PROVIDER NUMBER HOLDER EXPIRY DATE STATUS REPLACE ARCHIVE
@ Driver's Licence WA Australia S | WL DI098975 Bob Jones 01/07/26 CURRENT X -

Government
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If your client has enabled the Optional Function to Auto Enrol your company’s Primary and Secondary
Contacts, the purpose of this function is to ensure that the Contractors Primary and Secondary Contacts
understand the key Clients Policies and Procedures to be able to communicate to their teams the
importance of alignment and compliance.

If this function is enabled and you are a #35.432*,3*11>,6:432*F,604%*06r your company on logging in
to your Portal, you will see a new menu called MY TRAINING.

a (@)
( )
E PERENTIE (@
HOME Home
TRAINEES
Information and Documents @ YOURELLIVE IN THE SYSTEM
CLIENTS
R DETAILS * Required fields
Company Name * Cypher Australia Pty Ltd Business ID * 070 789 454
MY TRAINING
Industry R T System ID 102678
MY ASSIGNED TASKS
Number of Employees * 2 Business Structure *
MY ASSIGNED ACTIONS PRIMARY CONTACT SECOND CONTACT  Receive Emails
ECME Full Name * Kate Smith Full Name
SUPPORT Position * Position
Phone Number * Phone Number
Email * ksmith@ggmail.com Email
REGISTERED ADDRESS POSTAL ADDRESS = Same as registered address
Address Line 1* Address Line 1 *
Address Line 2 Address Line 2
City/suburb * City/suburb *
State * State *
Country Australia Country Australia
Post Code / ZIP * Post Code / ZIP *
Email for invoicing
w CURRENT INSURANCES (@ Policy Type: ADD NEW
VIEW POLICY TYPE CLIENTS PROVIDER POLICY # LIABILITY LIMIT EXPIRY DATE STATUS REPLACE ARCHIVE
@ EOE“’?C' Works & Public A Smiths Insurance P987561 $5,000,000 04/07/26 CURRENT 2 -]
iability
Showing 1 to 1 out of 1 entries Show entries 10

When you click on the MY TRAINING Menu it will open a popup which will allow the auto-enrolled
Trainees to access the Trainee Portal.

MY TRAINING CHOICE X
TRAINEE NAME COMPANY NAME SELECT CHOICE
Kate Smith Z - Perentie Group ®

By clicking SELECT CHOICE Icon @ will open their Trinee Portal and allow them to complete the review
of mandatory Docuements and Courses.
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On clicking the SELECT CHOICE Icon you will see the Courses you need to complete.

E PERENTIE ®

HOME Home
CONTRACTOR DASHBOARD TRAINEE DETAIL
SUPPORT

FIRST NAME: * Kate LAST NAME: * Smith

EMAIL: * ksmith@ggmail.com PHONE: *

SiTE Auger Way MR Briggs St Perth CUSTOMER: Perentie Environmental  Perentie Assets

Head Office Brisbane o
DEPARTMENT:
POSITION: Manager Transport
EMPLOYEE ® CONTRACTOR - N
SUPPLIER COMPANY: Z - Perentie Group

EMPLOYMENT CATEGORY:*

VISITOR
CONTRACTOR / SUPPLIER:
/ Cypher Australia Pty Ltd

SUB-CONTRACTOR:

Lt PRINT FULL TRAINING RECORD

‘w CURRENT COURSES ~ COURSES ASSIGNED : 1 COURSES CURRENT : n COURSES TO DO ;|

CERTIFICATE  COURSE NAME COMPANY NAME PASS MARK COMPLETED DATE EXPIRY DATE STATUS
n Working at Heights Z - Perentie Group 100% 16/10/25 N/A CURRENT [ compLETE course [»)
Showing 1 to 1 out of 1 entries Show entries 25
v CURRENT EMPLOYEE LICENCES, CERTIFICATES, PERMITS & CLEARANCES (@ Holder ADD NEW
VIEW CATEGORY TYPE PROVIDER NUMBER HOLDER EXPIRY DATE| STATUS REPLACE ARCHIVE

No records found.

Showing 0 to 0 out of 0 entries Show entries 10
W SKILLS, KNOWLEDGE AND COMPETENCY
VIEW  TYPE PROVIDER NUMBER HOLDER EXPIRY DATE STATUS REPLACE ARCHIVE

No records found.

Your Client Admin User can see these your course results in their LMS Trainee Table with overall status,
and they can see more details from Trainee Details Screen.
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Two-factor authentication (2FA) is a security system that requires two separate, distinct forms of
identification in order to access something. The first factor is a password and the second commonly
includes the use of an Authenticator App, and Emailed Code or Text with a code sent to your
smartphone.

By adding two-factor logins to any accounts makes it harder for hackers to access your accounts, so we
highly recommend using the two-factor authentication.

Perentie Apps gives you the choice of each method to suit your requirements for the 2FA.
Your client Administrator will enable the 2FA Function and advise you to set up your access.

On enabling the 2FA Function the next time a User signs into the application after they enter their Email
or System ID and Password the 2FA setup screen will display.

Two Factor Authtication (2FA) is required by your administrator
Setting up two step authentication adds an extra layer of security to verify and
protect your identity.

Select choose your preferred 2FA option from below,

APP Email SMS

The three [3] 2FA options are displayed.

"#$%I#&'()*+ - If the user chooses to use an -0E1605>40,3*'8&n their mobile device all that is
necessary is to select the '##* and scan the QR Code. When the user has copied the code to the
Authenticator App they need to click the Checkbox confirming they have successfully scanned the code
then hit the NEXT button. This will open a window asking for Authenticator Code Number to be entered.

There is also, the option to copy the code by pressing the COPY CODE link, this is an alternative way to
load the Authenticator.
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If the User does not have an Authenticator App on their mobile device, they can review and download

the Authenticator on the following links:
*

?,3*'6:3,5:*3/13/

Google Authenticator -
https://play.google.com/store/apps/details?id=com.google.android.apps.authenticator?2

Authy Authenticator - https://play.google.com/store/apps/details?id=com.authy.authy

Microsoft Authenticator - https://play.google.com/store/apps/details?id=com.azure.authenticator
*

?,3*5#E,61*J/131

Google Authenticator - https://apps.apple.com/us/app/google-authenticator/id388497605

Authy Authenticator - https://apps.apple.com/us/app/twilio-authy/id494168017
Microsoft Authenticator - https://apps.apple.com/us/app/microsoft-authenticator/id983156458

(,01)*There is also, the option to copy the code by pressing the COPY CODE link, this is an alternative
way to load the Authenticator

Two Factor Authtication (2FA) is required by your administrator
Setting up two step authentication adds an extra layer of security to
verify and protect your identity.

Download an Authenticator app to your Smart Phone or Tablet
Below are 3 recommended apps.

Google Authy Microsoft
Authenticator Authenticator Authenticator

* ©

To enable two-factor authentication, scan the QR code with your
authenticator app or enter the manual code below,

FAEDAQTEIM7R2IDL

COPY CODE

Copy the above code into your authenticator app to manually
set up two-factor authentication

Yes, | have scanned the QR code Successfully

NEXT
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On pressing NEXT this will open the authentication code input from all that is needed is to enter the
code number.

PERENTIE

Enter the authentication code that is displayed in the
authenticator on your device.

CONTINUE

When you have entered the code press the CONTINUE Button this will open the Perentie App.

In the case of a J/13%;,/56 @D*:4.4@56@D*318;4>56 @*,3*95/E56 @*0,*E4K 1 *L *wath; il Kbo~1/*
factor Authentication App all that is necessary is to login as normal and when the Authentication Code
screen opens press the M311GETUP NEW MOBILE DEVICE Button which will open the 2FA Setup

Screen.
X

Two-Factor Authentication

Setting up two step authentication adds an extra layer of security to verify and protect your identity.
Download an Authenticator app to your Smart Phone or Tablet
Below are 3 recommended apps.

Google Authy Microsoft

Auth

* © ©

To enable two-factor authentication, scan the QR code with your authenticator app or enter the
manual code below,

GNDWG4KSOBRQY2DD

COPY CODE
Copy the above code into your authenticator app to manually set up two-factor
authentication

[Jves, I have scanned the QR code Successfully

ENABLE

The User scans the QR Code, checks the 'Yes | have scanned the QR code Successfully' checkbox. The
User then enters the code as normal.
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If a User enters an invalid Code a warning screen will open indicating possible issues and solutions.

Entered 2FA token was invalid.
Token can become invalid or rejected for several reasons:

1) Expired Token: Tokens have a short lifespan, typically lasting
for 30 seconds to 1 minute. If you enter a token after its expiration
window, it will be considered invalid. To generate a valid token,
make sure your device's clock is synchronized with the server's
clock.

2) Clock Drift: Tokens rely on synchronized clocks between the
server and the user's device. If there is significant clock drift
between the two, the generated token might not match the
expected value. To resolve this, ensure your device's clock is
accurate, or use an authenticator app that automatically syncs its
time.

3) Incorrect Secret Key: Tokens are generated based on a shared
secret key between the server and the user's device. If the secret
key is entered incorrectly during setup or if it becomes corrupted,
the generated tokens will be invalid. Double-check the secret key
for accuracy.

4) Token Reuse: Tokens should only be used once. If you attempt
to reuse a token that has already been used for authentication, it
will be rejected as invalid.

5) Rate Limiting: Some systems implement rate limiting to
prevent brute-force attacks. If you enter tokens too quickly or
make too many authentication attempts in a short period, the
system may reject your tokens as a security measure.

6) Token Reset: If you've recently reset your Token configuration
(e.g., reconfigured your authenticator app), any old tokens you
attempt to use may be invalid.

sonou

The User has the option to press the TRY AGAIN which will reopen the reopen code input form and
enter the correct code.
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-LI#S%IH#& ()*+# - If the user chooses to use an email to receive the Code then select the email as the
preferred option.

Two Factor Authtication (2FA) is required by your administrator
Setting up two step authentication adds an extra layer of security to
verify and protect your identity.

Select choose your preferred 2FA option from below,

APP (® Email SMS

To enable Email Based two-factor authentication, OTP has been sent
via Email and use this OTP for verify your two-factor authentication.

Yes, I'm confirming the mode of 2FA

NEXT

On selecting the Email option and checking ‘Yes I’'m confirming the mode of 2FA ‘pressing Next will open
the code input form all that is needed is to enter the code number received in the Email. The
application will then open.

PERENTIE

Enter the One Time Password [OPT] code number
displayed in the Email.

CONTINUE
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If a User enters an invalid Code a warning screen will open indicating possible issues and solutions

Entered 2FA token was invalid.
Token can become invalid or rejected for several reasons:

1) Incorrect OTP Code: The OTP code entered does not match the
one sent to your email/sms. Please double-check and try again.

2) Expired OTP Code: The OTP code has expired. OTPs are time-
sensitive for security reasons. Please request a new OTP.

3) Verification Unavailable: We're currently unable to verify your
OTP. Please try again later. This could be due to technical issues.

4) Invalid OTP Format: The OTP code format is incorrect. Please
ensure you enter the code exactly as provided in the email/sms.

5) Network Issues: OTP verification failed due to network
problems. Please check your internet connection and try again.

6) Expired Session: Your OTP verification session has expired.
Please restart the verification process to receive a new OTP.

The User has the option to press the TRY AGAIN which will reopen the reopen code input form and
enter the correct code.

0-0#12,324#3$%#&'()*+# the user chooses to use a Text to their mobile phone to receive the Code
then they need to select the SMS as the preferred option. Checking ‘Yes I’'m confirming the mode of 2FA
‘pressing Next will open the code input form.

When setting up your phone number select the Country Code from the pull down menu and enter the
mobile number.

Two Factor Authtication (2FA) is required by your administrator
Setting up two step authentication adds an extra layer of security to verify and
protect your identity.

Select choose your preferred 2FA option from below,

APP Email (® SMS

To enable SMS Based two-factor authentication, OTP has been sent via SMS
Message to your phone and use this OTP for verify your two-factor
authentication.

&8 - +61 000 000 000

Yes, I'm confirming the mode of 2FA

NEXT
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Two Factor Authtication (2FA) is required by your administrator
Setting up two step authentication adds an extra layer of security to
verify and protect your identity.

Select choose your preferred 2FA option from below,
APP Email ® SMS

To enable SMS Based two-factor authentication, OTP has been sent via
SMS Message to your phone and use this OTP for verify your two-factor
authentication.

&% - +61 000 000 000

B8 Australia +61
Bl France +

B Germany +4
== India +9

™= Indonesia +62

A Philippines +

Pressing Next will open the code input Form all that is needed is to enter the code number received in
the text. The application will then open.

PERENTIE

Check your Phone

Enter the 6-digit code we just sent to
+6 1 ik 5]

CONTINUE

[ | didn't get a text message ]

If a User enters an invalid Code a warning screen will open indicating possible issues and solutions.

TRAINEE USER GUIDE November 2025




The User has the option to press the TRY AGAIN which will reopen the reopen code input form and
enter the correct code.

Entered 2FA token was invalid.
Token can become invalid or rejected for several reasons:

1) Incorrect OTP Code: The OTP code entered does not match the
one sent to your email/sms. Please double-check and try again.

2) Expired OTP Code: The OTP code has expired. OTPs are time-
sensitive for security reasons. Please request a new OTP.

3) Verification Unavailable: We're currently unable to verify your
OTP. Please try again later. This could be due to technical issues.

4) Invalid OTP Format: The OTP code format is incorrect. Please
ensure you enter the code exactly as provided in the email/sms.

5) Network Issues: OTP verification failed due to network
problems. Please check your internet connection and try again.

6) Expired Session: Your OTP verification session has expired.
Please restart the verification process to receive a new OTP.

FE46@56@*2,-3*L?"*$805,6

If you wish to change your 2FA option from an Authenticator App or Emailed Code, Text with a code
sent to your smartphone all that is required is to open your 'Edit my profile' in your Portal and click on
the 'Change Your 2FA Option' this will open the Two-Factor Authentication Setting and you can then
change your option by selecting the required method.

X
Edit my profile
Hugh |
Smith
+61407961651
Change Your 2FA Option C

hugh. tickner@gmail.com

UPDATE CREDENTIALS
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